


Overview

Managing the risk of cyber threats and reducing the impact of breaches should be a top priority for
organisations of all sizes, from small businesses and start-ups to large corporations.

To assess how well companies within the pharmaceutical industry are managing their cybersecurity
risk and to compare the changes in the industry’s security posture since our 2022 Pharmaceutical
Industry Cybersecurity Snapshot, we carried out a risk assessment of the top 100 Pharmaceutical
companies by revenue from September 2022 to September 2023.

The report includes findings across several cyber risk factors, including application, network,
database and email security, encryption configuration and evidence of malware.

This report will paint a clear picture of Pharmaceutical companies' current cyber security state. It

will be a valuable resource to help you understand how organisations within the industry manage
cyber risk.

Key Findings:
* Almost 50% of security issues identified are application security issues.
e 78% of companies suffer from critical encryption issues, a staggering 51% increase since last
year, which increases the risk of Man-in-the-Middle (MitM) Attacks and potentially exposes

sensitive information to attackers.

* The average cybersecurity score was 749/900, but some organisations scored as low as 636.
An organisation with a score as low as this has a higher risk of a large and costly security breach

within the next 12 months.

* 80% of companies have their applications open to at least 3 different CVEs with a CVSS Score
of 6.1 or higher.


https://riskxchange.co/2022-pharma-industry-cybersecurity-report/

How RiskXchange Calculates
Cybersecurity Scores

RiskXchange cybersecurity score provides insights and detailed analysis of an organisation's current
cybersecurity posture. The total score ranges between 300 and 900 and is calculated as a
percentage of each attack vector across eight categories, graded between A-F. Individual attack
vector grades are calculated based on the severity, type and quantity of security issues or findings
associated with the attack vector.
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The score conveys an overall real-time assessment of an organisation's cybersecurity state and
provides a means for objectively monitoring and assessing whether an organisation’s security
posture is improving or declining over time.

You can compare cybersecurity ratings to financial credit ratings. As a poor credit rating is
associated with a greater probability of default, a poor cybersecurity rating is associated with a
higher likelihood of sustaining a data breach or another adverse cyber event.
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The Ever-Increasing Threats to
Pharmaceutical Industry

Third-Party Vendors

Many pharmaceutical companies rely on services from
third-party vendors to carry out daily operations, if any
third party were to experience a data breach, your
organisation would be affected. In 2023, the average total
cost of a data breach in the pharmaceutical industry was
$4.82 million, according to IBM's 2023 report.
Pharmaceuticals are the 3rd costliest industry when it
comes to data breaches.

Ransomware

Ransomware attacks make organisations incur
great losses and may cause organisations to close
permanently. The 2021 Ransomware Trends in
Pharmaceutical Supply Chains report suggests 1 in
10 global pharmaceutical manufacturers are at a
high risk of suffering a ransomware attack.

. Phishing Attacks

The frequency of phishing attacks - or fraudulent
attempts to access critical information by posing as a
trusted source or entity - is rising. Phishing was the
number 1 attack vector in 2023 and the second costliest
cyberattack at $4.76 million, according to [BM.

The Internet of Things and Al

The pharmaceutical industry has embraced the Internet
of Things (I0T) - a system of interrelated computing
devices and digital machines that can communicate and
transfer data across a network, which creates an
expanded cyberattack surface. With the rise of Al'in
recent years, threat actors are finding it easier than ever
to breach an insecure network and get a hold of valuable
data.

. Employee error or negligence

Employees are a major driver of data breaches across
nearly all industries. The 2023 Data Breach Investigations
Report by Verizon states that 74% of all breaches include
some form of a human element: human error, stolen
credentials, or social engineering.



https://www.ibm.com/reports/data-breach?utm_content=SRCWW&p1=Search&p4=43700075239448403&p5=p&gclid=Cj0KCQjwmICoBhDxARIsABXkXlKDJYjYcmoaG64CQpfQfJySLjooYm3dDndpEMTbSdqayZZUhNazBp8aAv90EALw_wcB&gclsrc=aw.ds
https://blackkite.com/wp-content/uploads/2021/05/The-2021-Ransomware-Risk-Pulse-_-Pharmaceutical-Manufacturing.pdf
https://www.ibm.com/reports/data-breach?utm_content=SRCWW&p1=Search&p4=43700075239448403&p5=p&gclid=Cj0KCQjwmICoBhDxARIsABXkXlKDJYjYcmoaG64CQpfQfJySLjooYm3dDndpEMTbSdqayZZUhNazBp8aAv90EALw_wcB&gclsrc=aw.ds
https://enterprise.verizon.com/resources/reports/dbir/
https://www.verizon.com/business/resources/reports/dbir/2023/summary-of-findings/
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Security Score Performance

Summary of Security Score Performance

Lowest score 0 Average score N Highest score
636 1 - 749 1 4 S g9 1 -

The security scores ranged between 636 and 869, with the highest score reached by a single
organisation and most companies falling under 800. Overall, there is a positive change compared to last
year's results. The average score among the companies went up by 4 points, and we see more
organisations with 800+ scores.

Security Score Distribution

60.86%

19.57%

700-800

19.57%

The security score distribution revealed that companies with lower scores between 600-700 and those
with the highest scores above 800 have an equal distribution of 19.57%.

Although no company falls under 600, over 60% of the companies with a rating between 700-800 were
still found to have medium and high-risk vulnerabilities and one critical, showcasing the need for
improving their cybersecurity posture.



The Cyber State of the Pharmaceutical
Industry

Critical and High Security Issues Distribution
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The security issues distribution shows that most of the pharmaceutical industry's risks are caused by
poor application security, where almost 50% of all issues identified fall under that category, a 16%
increase since last year. Weak or missing encryption is the 2nd most prominent issue, totalling over 30%
of all found security risks, a 20% increase since last year. What's more, 78% of all companies have been
found to have critical SSL/TLS encryption issues, opening doors to Man-in-the-Middle (MitM) Attacks
and increasing the risk of their valuable data being exposed.

Meanwhile, the network security issues count has decreased by 15% compared to the 2022 results.
Email security and database issues have dropped by 4% and 14%, respectively. Although already low,
Malware evidence, standing at 1% in 2022, now accounts for just 0.01% of all issues identified.


https://csrc.nist.gov/glossary/term/man_in_the_middle_attack
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Top Service Providers

Summary of Top Service Providers Used

@ Office 365 Services
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When looking at the distribution of which service providers are being used among these pharmaceutical
companies, we can see that 75% of them use Office 365 Services, as well as Azura Cloud, with AWS and
Cloudflare following not far behind. This highlights that many companies rely heavily on third-party
providers and need to think about how they can secure their assets in case one of their providers gets
breached.

75%

50%

25%

0%

In 2023, 82% of all breaches involved the data stored in the cloud. What's more, cloud environment
attacks often included threat actors gaining access to multiple environments, with 39% of breaches
spanning across multiple environments, states IBM's 2023 Cost of Data Breach Report.



https://www.ibm.com/reports/data-breach
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About RiskXchange

RiskXchange is a leading cybersecurity service provider that helps companies of all sizes discover,
continuously monitor, and reduce cyber risks across their enterprise’s attack surface and supply
chain. RiskXchange's Al-assisted platform offers multiple critical data points from a broad range of
risk categories, including application security, malware, patching cadence, network security, data
breaches, email security, and leaked information, among others. Updated every 24 hours, the
passive data collection methods let you regularly monitor and mitigate risks to prevent costly
cyberattacks.

In 2021 the company won a 'Security Solution of the Year' award at the European IT and Software
Excellence Awards for its outstanding security solutions.

To receive your company's complimentary Security Score and get a Free Trial of the
RiskXchange platform, please visit www.riskxchange.co

Email: hello@riskxchange.co

United Kingdom United States United Arab Emirates
Tel: +44 (0)20 3855 6060 Tel: +1 669 261 5516 Tel: +971 58 538 3298
128 City Road, 3790 EL Camino Real, RiskXchange Services FZCO,
London, Palo Alto, CA Dubai Silicon Oasis,
ECTV 2NX 94360 Building A2,
Dubai
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